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Your IT Audit and Information Security Partner

CISA Exam Preparation June 2015

Session 2 : 17 March 2015
Starting around 4:45pm .....




Introductions
Facilitator
Participants

Recap on prep expected and provisional schedule
Self Assessment discussion
Chapter overview

Challenges, Questions and answers
Next Week

Questions And contacts




Introductions

» Facilitator
« Justin Williams B.Com, B.Compt (Hons), CA(SA), MBA, CISSP,
CGEIT, CRISC, CISA
* 1stin the World, CISA Dec 2014
« Director at ITSec
*  Previously Head of Risk, Security, Governance and Compliance for Transnet Group

« Participants

* Name

*  How was the first Chapter

*  What was your most challenging activity of the week?




Recap on Prep for Week

(17/3/2015)

* What you need to do

* Read Chapter 1 (aim for the whole chapter)

*  Make notes of things you don’t quite understand

* Do the sample questions

* Flag those you get wrong, even if you know why you got them wrong

*  Self Assessment
50 questions
Should take an hour
http://www.isaca.org/Certification/CISA-Certified-Information-Systems-
Auditor/Prepare-for-the-Exam/Pages/CISASelfAssessment.aspx?id=100002

* Arrive on time (4:45pm Tuesday 17/3/2015)

+ At ITSec offices, Forest Office 6, 15 Summit Drive, Sherwood, Durban

* Re-assess

»  See how things are going

»  See how all doing with the time commitment
» Decide if continue with two weeks per chapter or cover some chapters in one weekg




Provisional Schedule

10-Mar-15
17-Mar-15
24-Mar-15
31-Mar-15
07-Apr-15
14-Apr-15
21-Apr-15
28-Apr-15
05-May-15
12-May-15
19-May-15
26-May-15
02-Jun-15
09-Jun-15
13-Jun-15

Introduction (Complete)

Chapter 1 The Process of Auditing Information Systems

Chapter 1

Chapter 2 Governance and Management of IT

Chapter 2

Chapter 3 Information Systems Acquisition, Development and Implementation
Chapter 3

Chapter 4 Information Systems Operations, Maintenance and Support
Chapter 4

Chapter 5 Protection of Information Assets

Chapter 5

Revision

Sample Exam

Final Exam Techniques

Exam Date




Self assessment

* 50 questions
« Should take an hour

http://www.isaca.org/Certification/CISA-Certified-
Information-Systems-Auditor/Prepare-for-the-
Exam/Pages/CISASelfAssessment.aspx?id=1000

Thoughts to share

* How long did it take?

* How did you find the style of questions?
+ What was your score? (optional)

* Which sections were most challenging?

CISA Self-Assessment
CISA Self-Assessment

o the seope of
4 FIRST,

« Did you get even results between the sections?



http://www.isaca.org/Certification/CISA-Certified-Information-Systems-Auditor/Prepare-for-the-Exam/Pages/CISASelfAssessment.aspx?id=100002

Chapter 1 Overview

e 5 Tasks

1.1 Develop and implement a risk-based IT audit strategy in compliance with IT audit standards to ensure that
key areas are included.

1.2 Plan specific audits to determine whether information systems are protected, controlled and provide value
to the organization.

1.3 Conduct audits in accordance with IT audit standards to achieve planned audit objectives.

1.4 Report audit findings and make recommendations to key stakeholders to communicate results and effect
change when necessary.

1.5 Conduct follow-ups or prepare status reports to ensure appropriate actions have been taken by
management in a timely manner.

* Group Discussion on these




Chapter 1 Overview

« 10 Knowledge Statements

1.1 Knowledge of ISACA IT Audit and Assurance Standards, Guidelines and Tools and Techniques, Code of
Professional Ethics and other applicable standards

1.2 Knowledge of risk assessment concepts, tools and techniques in an audit context
1.3 Knowledge of control objectives and controls related to information systems
1.4 Knowledge of audit planning and audit project management techniques, including follow-up

1.5 Knowledge of fundamental business processes (e.g., purchasing, payroll, accounts payable, accounts
receivable) including relevant IT

1.6 Knowledge of applicable laws and regulations which affect the scope, evidence collection and preservation,
and frequency of audits

1.7 Knowledge of evidence collection techniques (e.g., observation, inquiry, inspection, interview, data
analysis, fraud investigation) used to gather, protect and preserve audit evidence

1.8 Knowledge of different sampling methodologies

1.9 Knowledge of reporting and communication techniques (e.g., facilitation, negotiation, conflict resolu
audit report structure)
1.10 Knowledge of audit quality assurance systems and frameworks



Chapter 1 Overview

1 2 Management of the IS Audit function (3 pg)
Organisation of the IS audit function

. IS Audit resource management

. Audit Planning

. Effect of laws and regulations on IS Audit Planning

1.3 ISACA IS Audit and Assurance Standards and Guidelines (10.5 pg)

ISACA Code of professional ethics

ISACA IS Audit and assurance standards framework

ISACA Audit and assurance guidelines

ISACA IS Audit and assurance tools and techniques

Relationship among standards, guidelines, tools and technieques
Information Technology Assurance Framework

1.4 Risk Analysis (1.5 pg)

. Part of audit planning, id risk & vulnerabilities so auditor can determine controls needed
. ‘potential that a given threat will exploit vulnerabilities of an asset and thereby cause harm”

1 5 Internal Controls (3 pg)
IS Control Objectives

COBIT 5

General Controls

IS Controls




Chapter 1 Overview

. 1 6 Performing an IS Audit (14 pg)

Classification of audits
. Audit programs
. Audit Methodology
. Fraud Detection
. Risk-based auditing
. Audit Risk and Materiality
. Risk assessment and Treatment
. Risk assessment techniques
. Audit objectives
. Compliance vs Substantive testing
. Evidence
. Interviewing and observing personnel in performance of their duties
. Sampling
. Using the services of other auditors and experts
. Computer-assisted Audit Techniques
. Evaluation of strengths and weaknesses
. Communicating audit results
. Audit Documentation




Chapter 1 Overview

. 1 7 Control Self-assessment (2 pg)
Objectives of CSA
Benefits of CSA
Disadvantages of CSA
Auditor role in CSA
Technology drivers for CSA
Traditional vs CSA approach

« 1.8 The evolving IS Audit Process (2.5 pg)

Integrated auditing
Continuous auditing

« 1.9 Case Study (and 1.10 answers) (2 pg)




Chapter 1 Challenges

» Specific issues raised by participants




Questions and Answers

* Which questions did the participants cover in the week?
* Which ones did you get wrong, lets discuss




Prep for Week 2 of Chapl

(24/3/2015)

* What you need to do

* Revise (or read/finish) Chapter 1

*  Make notes of things you don’t quite understand

* Do the sample questions

* Flag those you get wrong, even if you know why you got them wrong

* Arrive on time (4:45pm Tuesday 24/3/2015)

+ At ITSec offices, Forest Office 6, 15 Summit Drive, Sherwood, Durban
* Broadcast live on Google Hangout on Air (check j-j.co.za for link)

* Re-assess

* See how things are going

*  See how all doing with the time commitment

+ Decide if continue with two weeks per chapter or cover some chapters in one week




Questions and Contacts

Questions ?

Justin Williams

jwilliams@itsec.org.za or Justin.j.Williams@gmail.com
+27 82 772 9881 or +27 83 279 0998

@itsecza @jjza

Copies of slides :
WWW.j-j.CO.zZa
www.itsec.org.za



mailto:jwilliams@itsec.org.za

Location of ITSec

Forest Office 6
15 Summit Drive

Sherwood
Durban
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Extra material

Study Materials

ISACA has prepared a variety of study resources in various languages to fully prepare for
your CISA Exam. These include primary references, publications, articles, the ISACA
Journal and other links.

Online Learning
ISACA eLearning Campus offers a variety of online learning courses for certification
exam preparation and continuing professional education.

Review Courses

ISACA chapters in numerous countries offer CISA Review courses. View the Review
Course list to determine if there is a course in your area, or contact your local chapter for
additional courses. There will be courses in Durban, CapeTown & Jhb if demand exists.

Exam Preparation Community
ISACA created the CISA exam preparation community as a place for current CISA exam
registrants to collaborate and study with other registrants within the ISACA environment.

Free online CISA Course
Cybrary has just launched a CISA online course, its free http://www.cybrary.it/




