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The Main Security Challenges with the
Convergence of IT & OT

► In critical infrastructure shared across public and private sector organisations,
we have seen an increase in interconnections between operational
technology (e.g. SCADA, ICS etc.) and information technology.
► Previously air-gapped systems which control key processes with potential loss of

life consequences when compromised, are now exposed to the organisation's
internal networks and sometimes even the public internet. Most of these systems
are managed entirely differently than typical IT assets, and by a distinctly different
organisation.

► The two top priorities in OT are up-time and safety, making things such as patching
and even monitoring much more complicated than in IT. Currently, as with so many
matters related to information security, the operational technology security
conundrum is too often dismissed as a technical challenge.

► This presentation will zoom in on the main organisational and often political
challenges that will need to be overcome prior to successfully addressing the
technical and process changes required for combining IT and OT in a more
unified approach to cyber security
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Today’s journey

Key Differences

Changing World

Meaningful Change
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Key Differences IT vs OT

► Security is old hat
► Mature processes
► Have frameworks, policies

& standards (ISO, COBIT,
CIS,NIST etc)

► Skills where require them
► Real-time view of environ
► Patched systems
► Securely Configured
► Monitoring in place

► Bunch of difficult engineers
► No focus on security
► Lack of maturity
► No defined frameworks
► Lack of skills in their

environment
► Heads in the sand
► Systems Unpatched
► Insecure Configurations
► Unmonitored

IT OT
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Key Differences IT vs OT

► 8 to 5 desk jockeys
► Don’t “get” operations
► No responsibility for

human life & environment
► Happy to work in

undefined states
► Undue faith
► Reboot with apology
► Daily or weekly change

window

► 24 x 7 mission critical ops
► At the coalface, one with

the operations
► Understand magnitude of

responsibilities
► Work with the defined
► Everything must be proven
► Little scope for mistakes
► One or two changes

windows a year (maybe)

IT OT
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Key differences IT vs OT : NIST 800-82 r2
(modified hazar.org)
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Category IT Systems OT Systems
Primary Players ► CIO

► Computer Science Grads
► “WinTel Geeks”
► Younger generation

► Engineers
► Technicians
► Production managers and staff
► Older staff who moved “up through

the ranks” from line operator to
technician

Primary Focus ► Data confidentiality and integrity
is paramount

► Automating business processes
► Information management and

manipulation

► Safety and protection of the process
► Response to human and other

emergency interaction is critical
► Controlling physical processes

Component Lifespan ► Lifetime on order of 3-5 years ► Lifetime on order of 15-20 years

Security Approach ► Confidentiality, Integrity,
Availability

► Availability, Confidentiality, Integrity

Performance
Requirements

► Non-real-time
► High throughput demanded
► High delay and jitter may be

acceptable

► Real-time
► Response is time-critical
► High delay and/or jitter is not

acceptable
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Key differences IT vs OT : NIST 800-82 r2
(modified hazar.org)
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Category IT Systems OT Systems
Data ► Complex data types

► Multi-layered analytics
► Low data rate (10K msgs / sec)

► Simple data type
► Just-in-time analytics
► High data rate (1M  msgs / sec)

Interfaces and Networks ► Web Browser
► Keyboard
► TCP/IP based
► Typical IT networking practices

► Human-Machine Interface (HMI)
► Sensors
► Coded Displays and Touch screens
► Serial-based moving to TCP/IP)

Change Control ► ITIL processes are appropriate
► Software changes applied in

timely manner
► Patching procedures often

automated

► OT outages must be planned and
scheduled days / weeks / months in
advance

► Patching reboots difficult to schedule
and negatively impact productivity

Managed Support ► Allow for diversified support
styles and vendors

► Service support usually via one
vendor

Component Location ► Usually local
► Easy to access
► In controlled temperature

environment

► Components can be isolated, remote
► Require extensive physical effort to

gain access
► In high/low temperature, high-

humidity environments
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WEF Global Risk 2015 :
Changing Global Risk Landscape
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Increasing Pressure :
The Boards are asking questions

► Global Risk Assessments (WEF)
► King 3 (and talk of King 4)

1 January 2014 Presentation title
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Why Converge

► Because we can connect
► OT move to IP

► Large distances : Shared WAN
► Remote locations
► Drive for cost savings

► Big Data / Reporting
► Access to information generated in the OT environment

► Remote vendor support
► Scarce skills
► Access to out of country skills

► Updates
► AV Servers, Patch Servers, other updates

October 2015 (ISC)2 : Main Security Challenges with convergence of IT & OT



Page 14

Today’s journey

Key Differences

Changing World

Meaningful Change

October 2015 (ISC)2 : Main Security Challenges with convergence of IT & OT









Why haven't organisations been successful in merging their IT/OT
security culture to date?

Security
technology is the

‘silver bullet’

Focus only on 1
aspect of culture

change

Technology led
culture change

Poor stakeholder
involvement

(more than just
‘engagement’)

We’ve always
done it this way

Structural
Conflicts

Fear of losing
control

‘Do it once and
we’re done’
approach

Not
changing
beliefs &

behaviors
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Developing a strong business orientated security culture is key to
tackling the cyber threat

People are
the key asset

when it
comes to
changing

culture

Stakeholders
need to be

involved not
just engaged

Security
culture can

lead to
increased

value

A security
culture should

support the
business

Culture
change isn’t

effective
when done in

isolation

Security
culture

change is an
ongoing
activity

Changing
beliefs &

behaviors
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Business engagement and readiness: Two
halves of the whole that is Business Change

Getting the business engaged and ready for
upcoming changes is one of the biggest
obstacle you might face. True change
management actually consists of two parts:
Engaging people, and then getting them
ready. Doing this will create a sustainable
change.

► Think of business engagement as
an election campaign you have to
win. You need to overcome
significant opposition and obstacles
with the right
candidate/leadership/campaign
communication.

► Equally important is getting the
business ready for the change by
aligning people, systems and
processes to the new way of
working, new behaviors, etc.

Business
engagement

Business
readiness

October 2015 (ISC)2 : Main Security Challenges with convergence of IT & OT



Menu of Options

Youtube

Internet
Portal

eBriefing

Podcasts/
Webcast

Desktop
Avatar

Video Book

Apps

Vendor
training

Media

Digital
Poster

Word of
Mouth

Social Media
Campaign

Interactive
Video

eLearning

VILT

ScreensaverFlyers & Leaflets

Conferences
& Seminars

Game

Telephony

Deskdrop

There is no ‘one size fits all approach’ for delivering effective
culture change

Lunch &
Learn

Sessions
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Working Together

► Accept there are no quick fixes
► Work to strengths of each function
► Clear delineation of responsibilities
► Combined Roadmap to success
► Cultural Change / Alignment

► Engage in new ways of working
► Marriage not a buyout
► Taking time to understand key challenges of each discipline
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Questions

• Justin Williams: Executive Director, Cybersecurity
• 083 279 0998 / 082 772 9881

• Justin.williams@za.ey.com
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Thank you


