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Why changes to CISA ? 

“The demands of the IS audit, control and security industry are constantly evolving. To maintain a 
pace-setting certification, global IT association ISACA has updated the knowledge areas of the job 
practice for the Certified Information Systems Auditor (CISA) credential. The revised job practice will 
be effective beginning with the June 2016 CISA exam. “

“ To update the job practice, ISACA conducted a nine-month assessment of the tasks performed by 
current CISAs. In 2016, the CISA job practice will be restructured to reflect the latest responsibilities 
of IS audit professionals.”

“ The updated CISA job practice reflects the expertise of nine CISA Practice Analysis Task Force 
members, 20 independent subject matter expert reviewers and more than 1,500 IS audit, control 
and security professionals worldwide.”

ISACA Press Release :  Rolling Meadows, IL, USA (31 August 2015)
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Changes at a glance …

• The exam 
• Reduced from 200 questions down to 150 (now same as CGEIT & CRISC)

• Exam time remains 4 hours

• Change in distribution of questions across domains
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Changes in the domains …

• Distribution of marks by domain
• Domain 1—The Process of Auditing Information Systems (14% -> 21%)

• Domain 2—Governance and Management of IT (14% -> 16%)

• Domain 3—Information Systems Acquisition, Development and Implementation (19% -> 18%)

• Domain 4—Information Systems Operations, Maintenance and Service Management* (23% -> 20%)

• Domain 5—Protection of Information Assets (30% -> 25%)

* Domain 4 has been renamed, changing the previous reference to “Support” to
the more relevant “Service Management”
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Changes in the Task and Knowledge statements…
Domain 1 : The process of auditing Information Systems

Tasks Statements (TS)
• There are still 5 task statements that are broadly aligned to the previous ones

• Some minor changes, e.g. TS1.1  “Develop and implement a risk-based IT audit 
strategy… ” becomes “Execute a risk-based IS audit strategy”

Knowledge Statement (KS)
• The first 10 knowledge statements are broadly aligned with some wording 

changes and are re-ordered

• An additional knowledge statement has been added : KS 1.11
• Knowledge of various types of audits and
• Methods for assessing and placing reliance on the work of other auditors or control entities

http://j-j.co.za/


Justin J Williams @JJZA       http://j-j.co.za www.youtube.com/user/jjzaza1  

Changes in the Task and Knowledge statements…
Domain 1 : The process of auditing Information Systems

http://j-j.co.za/


Justin J Williams @JJZA       http://j-j.co.za www.youtube.com/user/jjzaza1  

Changes in the Task and Knowledge statements…
Domain 2 : Governance and Management of IT

Tasks Statements (TS)
• There are now 10 task statements, down from the previous 11, with some minor changes 

and consolidation

• TS 2.8 now covers what was previously in TS 2.5 & 2.6 : Quality Mgt included in control 
monitoring

• TS 2.9 covering monitoring and reporting refers to management receiving sufficient and 
timely information vs previously board and executive management

Knowledge Statement (KS)
• The knowledge statements are broadly aligned with some wording changes & re-ordered

• KS 2.17 (previously KS 2.14) has been amended
• Knowledge of the IT human resources management practices used to invoke the BCP  ->
• Knowledge of the procedures used to invoke and execute the BCP and return to normal operations

• KS 2.12 has been added
• Knowledge of the practices for monitoring and reporting of controls performance (eg. Continuous 

monitoring quality assurance)
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Changes in the Task and Knowledge statements…
Domain 3 : Info. systems acquisition, development and implementation

Tasks Statements (TS)
• There are now 7 task statements, up from the previous 6
• TS 3.3 (previously TS3.2) 

• now refers to “project management framework and controls” whereas previously it 
referred to “project management practices”

• TS 3.2 has been added
• Evaluate IT supplier selection and contract management processes to ensure that the 

organization’s service levels and requisite controls are met

Knowledge Statement (KS)
• There are still 14 knowledge statements, minor changes

• Knowledge of “IT acquisition practices” became “acquisition and vendor 
management practices” (KS 3.2)

• Knowledge of “IT architecture” became “enterprise architecture” (KS 3.7)
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Changes in the Task and Knowledge statements…
Domain 4 : Info. systems operations, maintenance and service management

Tasks Statements (TS)

• There are now 10 task statements, down from the previous 11

Knowledge Statement (KS)

• There are now 23 knowledge statements, up from 19

http://j-j.co.za/
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Changes in the Task and Knowledge statements…
Domain 4 : Info. systems operations, maintenance and service management

Tasks Statements (TS)

• There are now 10 task statements, down from the previous 11

• TS 4.1 (previously TS4.2 & 4.3)
• Covers “service management framework and practices (internal & 3rd party)

• Previously two separate statements on service level mgt & 3rd party mgt

• TS 4.6 (previously 4.7) 
• Covers “data quality and life cycle” vs just capacity and performance 

monitoring

• Previous TS 4.4 split into operations (now 4.3) & end user computing 
(4.9)

• TS 4.10 covers “IT continuity and resilience” previously TS 4.10 
(backup and restore) & 4.11 (DRP)

http://j-j.co.za/
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Changes in the Task and Knowledge statements…
Domain 4 : Info. systems operations, maintenance and service management

Knowledge Statement (KS)
• There are now 23 knowledge statements, up from 19

• 4.1 (new) “Knowledge of service management frameworks”
• 4.4 (new) “Knowledge of enterprise architecture”
• 4.14 (new) “Knowledge of data quality and life cycle management”
• 4.17 (new) “Knowledge of the operational risk and controls related to end 

user computing” (partly covered by 4.3 previously)

• Some changes
• 4.3 (previous 4.2) refers to “monitoring 3rd party performance and compliance 

with service agreements and regulatory requirements” vs “compliance with 
organisation‘s internal controls”

• 4.2 (previous 4.1) “service management practices and service level 
management” replaces “service level management practices”

• 4.8 (previous 4.3) now covers just “job scheduling practices” 

http://j-j.co.za/
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Changes in the Task and Knowledge statements…
Domain 5 : Protection of Information Assets

Tasks Statements (TS)

• There are now 6 task statements, up from the previous 5

Knowledge Statement (KS)

• There are now 26 knowledge statements, up from 21
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Changes in the Task and Knowledge statements…
Domain 5 : Protection of Information Assets

Tasks Statements (TS)

• There are now 6 task statements, up from the previous 5

• TS 5.1 
• now refers to “information security and privacy policies” instead of just 

infosec

• TS 5.2 (was 5.4)  & 5.3 (was 5.2) (physical & logical controls)
• “Evaluate the design, implementation and monitoring” has now become 

“Evaluate the design, implementation, maintenance, monitoring and 
reporting” 

• Strangely 5.4 (was 5.3) remains with just DIM not DIMMR for data 
classification (oversight?)
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Changes in the Task and Knowledge statements…
Domain 5 : Protection of Information Assets

Knowledge Statement (KS)
• There are now 26 knowledge statements, up from 21

• 5.1 (new) “Knowledge of generally accepted practices and external requirements (eg. 
Laws) related to protection of information assets”

• 5.2 (new) “Knowledge of privacy principles” (not practices & external requirements?)
• 5.19 (new) “Knowledge of security risk and controls related to end-user computing”
• 5.20 (new) “Knowledge of methods for implementing a security awareness program”
• 5.26 (new) “Knowledge of fraud risk factors related to the protection of information 

assets”

• Some changes
• 5.4 (previous 5.20) refers to “physical and environmental controls and supporting 

practices” vs “environmental protection devices”
• 5.13 (was 5.12) now references encryption-related techniques and their uses
• 5.15 (was 5.14) now includes reference to cloud in addition to peer to peer, IM etc

http://j-j.co.za/
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What does this mean for 2016 candidates ? 
• New CISA Review Manual ($105 members, $135 non)

• 26th edition
• 468 pages

• New  CISA Questions, Answers & Explanations Manual ($100 member, $130 non)
• 11th Edition
• 528 pages
• 1000 questions
• 150 questions sample exam)

• Questions, Answers & Explanations database (online)  ($185 member, $225 non)
• 1200 questions 

• Source : CQAE 2015 11th edition & 
• CQAE2015 supplement (strangely not available to buy in hardcopy)

If you are well versed in IT auditing, you may get away with the 2013/4/5 versions of the 
CRM & QAE (if you take note of the differences) however if you are only starting out on 
your path of studies, I would recommend you obtain the new material.
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What does CISA cost?
Description Member Non-Member

New Membership Fee $135+$10*+ $49** =$194

Exam Fee $500 $685

Review Manual $105 $135

Questions & Answers 
(paper)

$100 $130

Questions & Answers 
(online)

$185 $225

Total (Paper) $899 $950

Total (Online) $984 $1045

You can therefore save between $51 and $61 by registering as a member. Added bonus you are a member 
and get all the other member benefits. 

* $10 online member registration, increases to $30 if do via mail or fax

** local chapter dues vary by country, and can be as low as $0 (Argentina) or as high as $140 (Paris) – this can dramatically change the 
calculation above (done for South Africa). Members get many benefits (magazines, online library, discounts on COBIT, free guides etc) 
which can help you in your studies. 

http://j-j.co.za/
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Provisional Study Group Schedule

15-Oct-16 Introduction 

21-Oct-16 Final date for exam registration

22-Oct-16 Chapter 1 The Process of Auditing Information Systems

29-Oct-16 Chapter 2 Governance and Management of IT

05-Nov-16 Chapter 3 Information Systems Acquisition, Development and Implementation

*12-Nov-16 Chapter 4 Information Systems Operations, Maintenance and Service Management

*19-Nov-16 Chapter 5 Protection of Information Assets

26-Nov-16 Sample Exam & discussion

*03-Dec-16 Sample Exam Debrief + Exam day tips & Techniques

10-Dec-16 Exam Date

* = Justin away, alternate facilitators or dates required
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Extra material

• Study Materials
• ISACA has prepared a variety of study resources in various languages to fully prepare for your CISA 

Exam. These include primary references, publications, articles, the ISACA Journal and other links.

• Online Learning
• ISACA eLearning Campus offers a variety of online learning courses for certification exam 

preparation and continuing professional education.

• Review Courses
• ISACA chapters in numerous countries offer CISA Review courses. View the Review Course list to 

determine if there is a course in your area, or contact your local chapter for additional courses. 
There will be courses in Durban, CapeTown & Jhb if demand exists. 

• Exam Preparation Community
• ISACA created the CISA exam preparation community as a place for current CISA exam registrants 

to collaborate and study with other registrants within the ISACA environment.

• Free online CISA Course
• Cybrary has just launched a CISA online course, its free http://www.cybrary.it/

http://j-j.co.za/
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Extra material : FAQ IT Audit

• A comprehensive, honest, fresh and 
rather amusing overview of IT Audit

• Worth a read

• http://www.isect.com/html/ca_faq.ht
ml

http://j-j.co.za/
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CISA Practice Tests (free)

• One of the free resources that we make available at AuditScripts.com is a database of free ISACA CISA exam questions. 
Many auditors use the CISA as a way to validate their information systems audit skills. Many consider the CISA certification 
an entry point or requirement for anyone in the IS audit field. Because so many people in the AuditScripts community 
value this certification we created a database of 900 exam questions to help students prepare for the exam. We hope that 
these questions will help students properly prepare for the exam.

• CISA Exam Prep Questions – Chapter #1 (100 Questions Available)

• CISA Exam Prep Questions – Chapter #2 (150 Questions Available)

• CISA Exam Prep Questions – Chapter #3 (250 Questions Available)

• CISA Exam Prep Questions – Chapter #4 (150 Questions Available)

• CISA Exam Prep Questions – Chapter #5 (250 Questions Available)

• CISA Exam Prep Questions – Complete Exam (900 Questions Available)

• http://www.auditscripts.com/free-resources/cisa-practice-tests/
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Extra material : OSI Model

• How Packets Travel in Network (3D Animation)

• www.youtube.com/watch?v=xIuBmOufbls

• Living in an OSI World – OSI Explained

• www.youtube.com/watch?v=-aBgyi5YUbU
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